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s SSIDOWME
» MAC7FLADHIRE
= WEP

= 802.1X

= WPA

= WPA2/802.11i
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" S
WEP (Wired Equivalent Privacy)

s A[ZLTLVS?
o FETE (Confidentiality)
o STEE (Integrity)
o EBEE (Authentication)
= ERIE?

o What on Earth does this Protect?
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WEP AL1E

daaaa
FIVEFRQNT

IcV osem
. ICV = CRC32(Data)

"IV = 24bit

Frame Header Data Fcs © 7 7
%Frame Header Data ICV FCS

: -+ +

Key ID = 2bit ........... RC4 (IV Key) @ (Data ICV)
IV +
: Frame Header Data ICV FCS
: Key ID
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ECAM, ZIUTHEELRD BT, IVIF24E v LML,
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Do Tz BRLANTEE NS/ T VDRI DER 7 (T
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FHRMNEFH TS TLFEOINT,

y
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s Ab—1)—&LTIE MY X090
o i.e. T24EwMEEITEFI-DT. WPATIF48E Y
MZLF=D& ! E=HhbWPAILZRZE®ED L, |

s ERRIE.
o IVHAEZELTHIE R (e.g. WEPSEZfF=HAAH
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o T2 EmRIETETHRYLISGENEINLEZFL
LY
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"
Stream Cipher

C.
\% . \%
[oveyou|—> &—> | — ©—>
F 5
Property 1: If C;=FP, ® K, Then PF &(C = K
Property 2: If C;=P,®K, and (C,=PF,9 K,

Then C; ©#Co,=(P; oK) o (P, oK)= P, ®F,
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"
RICIVEES LRI DA ?

s WEPRIIZEH 7R (HIiR)
= BICIVEESE, RICF—RR)—L(KS)HE
REN5
= (M;® KS)® (M, DKS)=M, S M,
o M, B dhiFTELEITFNIEM, bbbt
THEW
o ELTOWEPE—HhhdhITTIEAL
o %4 MOMIZEET BIERIZIBEOND
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REDER ~ F—VHN)—KE ~

= S. Fluhrer, |. Mantin, A. Shamir, Aug. 2001
. 5
o HKEN S RC4A stream DEFID/INA FHE|-TULNT,

o IVIAHIEDEHZHT-9I5E. Key Byte #5%DiEZE TguessT
=5
= XFBI Weak IV: (B+3, 0xff, N)

» key DESICEEHILMALZELY !

= 4,000,000 ~ 6,000,000 /N4y bT 40bit WEP % #2355 T=
z

= B 5HEIET 1,000,000 /84y SFEE CHESE AT AE
o 5Mbps, 200 bytes/packet T, 3125 #
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WEP Cracking Tools

hd A irSnort
File Edit Settings Help

Network de\ricelet

ho

(") channe|

Driver type |w|

an-ng

[+]

|v||Refre5h| ‘

40 bit crack breadth:
128 bit crack breadth:

[#]

(%]
<2 ][<]>

|Last v |Ghan |Packets |Encrypted |Intere51 ing |P'H: Hex |P'H': ASGI 1

¢ [Bssip [Name |WEP |Last Seen
00:20:A6:4F:59:C0 Y Tue Apr 20 08:51:05 2004 1B:01
04:20:A6:4F:59:C0 Y  Tue Apr 20 08:29:41 2004 40:19:
00:20:A6:4F:09:ED Y Tue Apr 20 0B:29:41 2004 4C:59:
00:46:A5:4F:59: A6 Y Tue Apr 20 0B:29:46 2004 21:67:
53:20:AE:69:12:90 Y Tue Apr 20 08:29:46 2004 00:00:
FF:FF:FF:FF:FF:FF Tue Apr 20 08:42:44 2004 00:00:
DA:F1:14:95:34:54 Y Tue Apr 20 08:33:10 2004 00:00:
FF:FF:AG:4F:59:C0 Tue Apr 20 08:38:32 2004 00:00:

100

88
00
00
6A
00
B8
00

210352 210347 723

1

[ T
[ == R = P = R R = = )

AirSnort

http://airsnort.

bd .mshindo@dh

274 $WR(E) Fr() —IH(T) EGG)

* dwepcrack v0.4 by hlkari <hlkari@dachbOden.comy *
# Copyright (c) DachbOden Labs 2002 [http://dachbOden.com]

reading in captured ivs, snap headers, and samples... done
total packets: 7612942 (7325403 effective)

calculating ksa probabilities, ..
0: 56/768 keys (!)

1: 32933/131328 keys (1)

2: 51540/197376 keys (!)

3: 51467/197120 keys (1)

4: 88709/328703 keys (1)

(1) insufficient ivs, must have » 60 for each key (!)
(1) probability of success for each key with (1) < 0.5 (1)

warming up the grinder, ..
packet length: 44

init vector: 2c:356:11
default tx key: 0

progress: .trying ..... (d0:fd: fc: fb:85)

~JF(H)
[mshindo@dhcp33 dwepcrack.nodebugl$ ./dwepcrack -w /var/tmp/test.cap

*

shmoo.com

bsd-airtools (dwepcrack)
http://dachbOden.com/projects/bs
d-airtools.html

Copyright © 2007 Fivefront Corporation, All Rights Reserved. 11



H _ |=1ﬁ:1_7.'1_~"_'fa4<:-‘r~{T
Z<DANIE---

s ZKDOAIT. UTOZDODORIRE:
o IVHLLEIRIFFE(C—8LTLED

o Weak IVE{E-THEE{IESN=-JL—L%FRILU
E£HHEWEPHEZE ) H/N—TE=TLED

n ZOVFITEHELTNS !
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AR EIE ~ Korek IRZE ~

= PoC “chopper’ posted by Korek in Aug. 2004

s B Korek TE“LIEENTLNVS

n FMSIHEAZSISIZ—A%IELT-#i51H) Key Recover
T &

s ICICHDY TR TIZEEINT-

Aircrack
WepLab
Airsnort

O O O O
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Korek K2

» FMS Z&E{b L= #iET RO EE |
s FMSKYEMNZBULMEREZ T !
o FMS (I#BRA/\NTIrEEHIDEENHS
o Korek TIX50A /Ny BETED
m YV—ILDEIL
o Korek @7 )La) X LxFEi
= aircrack. WepLab. AirSnort, &
o /vy TEl(e.g. AirSnort) o7 IT47 8 (e.g.
aireplay) ~
o ,%%Pélnljection"—;"?(:é:")s104|:‘“‘JI~WEP?%10ﬁ:‘*ﬁfﬁ’éﬁ&é:tt)“
o 802 AXTEDLITPIRL IEEE AL ALITELTNS !
. EEGEZEMT(MIMOE) [CLbE57 AR O A gEH
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BEIE—RICLAT ! !

m aircrackz{E->f=-7F

o http://sid.rstack.org/videos/aircrack/whax-
aircrack-wep.html
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200748 . SH[THEEM ! !

= [ 104bit WEPH60# THINS ? ! |
o FAY . ZFLLAFVRNIREKEFEDWZEFE ( Eric
Tews, Ralf-Philipp Weinmann, Andrei
Pyshkin) Ik b F 3K
o http://eprint.iacr.org/2007/120.pdf
o BEMIPTWIRE
» 40,0000L—LIRETHE.50%DHEERT
WEP#HZ ) h/\—TZ%
o 802.11a/gTactive attack 9 1LIX60F LL T
o 802.11n(MIMO) 7%Z30f = 5T gEES !
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"
PTWIXE ) EE

= aircrack-ptw
o PTWO7IL3) X LEANT=*Y—IL(PoC)
o ARP injection(ZIdaircrack-ng%{& Ff
o ix/%aircrack-nglZBYAFENDFTE
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" S
EWVSTET: -

=CH1ZGood Bye WEP!
F&[ZWhat on Earth does this Protect?
802.1X M rekey SZAIELV DALY
BEBENERIETHE, SHIZEVFHRTHENS K
p] AT
s AZTHello WPA / WPA2 (aka 802.11i)

N
Qll

o O O
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" S
ELEBW=WESATT A,

» WEPZ{ESTWAEIA., FEEWEPZ{EST
WASIERB(EATTNM?
o WEPHZALZIZEELNGZA TN OT=?
o FMoTIIW=ITE, TAZIZRIZIZLTULVELN?
o ZUTUR—DSZEE TSN ? 7?0
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" S
5 WEP 8813420H5D ?

s ZLDT7ORRARA ML WEP 882405 E
TARZEMTES
o 1DOTHLED?
o 4DBELEIFSALYRE?

TRAH
Ad A2 -
NI

Hc+av7 2%
24w TR

LR s SHIBLANTARS
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& BOEEZLPILTH=O

D22AT 2k TIOEARAk
7O — | 1 < > 11 «—— TIOT747
79747 —> 2: “vwxyz" < > 2: “vwxyz” « FPHT«D

DSAT . TOERARAMHRIZ 1: “abede” THERIELTLVS,
?%‘%@f%?b(: 2: “vwxyz” B (f=1ZL. £, TOTA4THERIE
DSAT R 2 “vwxyz” Z#BINL., TOT47 %8 % 2. ITE &,
ETDYIAT RT3 FTORENRT LI=6. TIERARAUEDT
DT4158¢ 7 2: ITEH,

TOVRARAVNEETDIZTAT RS 2: “vwxyz” TRIELTLNSD
T, # 1: “abcde” ZHIFR (COEFF R TH 1: “abede” N o 2: “vwxyz”
~DEEMNTT !

@ ®e 00
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. aaaaa

T ORARANTOREE

IEEE802.11h |EEEBD2.11g

e ENE[EOIN
2 Horau7z% EED?
T4y IRE | s B LS L ANEERS TEEER02 11b/e

SR ANGEE |

tFaUF <38E | T )T AT _— . O

MAC? FLAZ s & Uwd

|

IP7 KL ARE |

S . mR

JRD— KOESE | gl

WET 7 LORE/HA | WEP=F —AZ75T,

BESE | WEP=F— X

f— | {ERTEF—EE

R — | =+ —1 |************************** |
+—0 |**:oc*********************** |
+_—a |**:oc*********************** |
+—q |*:Hc*********************** |
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802.11M 25

STA AP = WEP &5 !
o AP [& Challenge
Y (Ll 28bytes) 1%
Auth-Req Seg#1 R . g:I_A [i%hy&
Auth-Chal Seq#2 WEP TRE&1EL
e TAP ~N &S
i Auth-Resp Seq#3 . WEP’CO)H’& It O AP XD —
 Auh-Result Seq# LDERRET
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" A FIYEERONT
—_—
ub%h\/\/' .-

EBEEDHD
STA A STA
e 4 — 1
- ~ =
Auth-Req Seg#1 Auth-Req Seg#1
> <
Auth-Chal Seqg#2 Auth-Chal Seqg#2
n >
--------------------------------- \ N
V. Auth-Resp Seq#3 | S s
———————¥%  —  KeyStream™
Auth-Result Seqg#d . Y
< i Auth-Resp Seq#3
Success! | < IY
Auth-Result Seqg#4
>
Success!!
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FIVEFRQNT

= “T%(‘/I? FE—F8EE) " KUY LAzl (7

VEEE)” IFOMNEE !
= WPA/802 Mi TlEA—T >

275> TS
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FAE?? . J

WEPDIES# (WEP*—) X XXFE AN I1HT16
EHADIDWNTNIFEIRTED, XFAS
DIGEIFFHAEMF 5 (R/IPMXFIIXFIS
NB)EANTES, 16EBDETDRETILY.

EREEFEEONAXFEAITDIZFOAEELIZ
S DEDRTLEITITH
4

(B&&. 200449A)
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" S
Yool !

« BEMTRETER LG M TRET A !
o ASCIXETRET HEIXTHIYDBREASE vhh
LeEVREEIZIET IS
= 40EvYh(BXZEF) — 30Ewhk
= 104EvYr(13XEFE) — 78Ewhk
o BRZEE-EEXFIZTHESLITHENMETIT S
o i\%?b—f@%’ﬂﬁfili 25 X n+12Evk BELEEDHONT
\
o 40EvYr(BXEF) — 245Evk
o 104 Eyb(13X=E) — 445Ewhk
0 104 EVFDREZEFHIZIEI6.8XFNE
o EERN/IIRTIL—ZAHBA0E VR DWEPREEHT S
???%(l:liﬂﬁ%ﬁ'l‘ib% Y. 21EvrDEELMNEF-T
VALY
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daaaa

INRTL—XIMNHWEPH#ZE 4 59 51

s NRATL—ANAXFH.8XFH. 12XFH. - ZXEL
THRILENEMSNTLIIGEIMEIHBLETILTVZLN
EHhh TS

BRI | B | APt BESIE |H~—~:ﬁap1§$ﬁ| HEER | BE | APER B5Sik Ia"*i*—il‘a:f'lﬁiﬁl
WEPBES{EIMERTEL. MR Er — L T 3L TN ENE T, WEPESS{ENDEEEL. DA DER T — L T 3-F TN EN T,
WERMEREN MR Biny. BSR SINTAEE fu. WERMEREN LR By, BSB S TAE A

= (E f64 Bit =] =i f64 Bit |
—IEEE—DA ~EEEHE—DAT]
o F——RAE & - FARE
#-1FF|  |abodabodabed| F—30FH]  |abokabevabeZ]
O EEMND [T A5G © EIEADD |
Key 1 [#1192B5424 Key 1 [41192B5424
key 2 [6473463A01 tey 2 |6473463A01
Kew @  |F33A305A53 Key @ [FasaA3DEATD
fey 4 |EDSC4EZEED tey 4 |EDECABZEED
T - |1 vl Tt — |1 vI
IEEECRETD | ETEHCESW | HEFEEdRE | MEERECRESD | XERCRETLY | BREEETRD |
ok | #meta | ok |_#etn |
28
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" S
WEP®D FRE =

n FEEAH 40bit £FELN
o Brute Force Tl 5

o mETIXIFEAEDZERLE (e.g. 104 or 128 bits)A’
*IJFH_IHISO

= ICVI[ZCRC32 ZAHL\TLYS

o ICVIXRESIEXMERTILHSH . CRCEKIIESHITEE
[F70

o BEEMEAEHINTLVEL
o MACT7RLRD#AFZEBH TEAL
s —DODREZEREOEITS

o EARITEANEBEESTILOAYALTH>TH1DDEE
RAFESDIFEFTLLZETIE ALY
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" B
WEP ? 5] %8 £2 (cont’d)

w BOEMADZ X LD
o B EXH—)LLLLY
ulV DZEREH/NELN(i.e. 24bit)

o FL—LITEIZ1BOFIHE . 200 bytes/packet, 10%
utilized T 14 BRITHAAINS,

o JrWLWVADBRESN TLVZLY
s JTUANEE(ZE S
u FMS. Korek, PTWZ D # T I &
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WPA @ B %

55 M ES T D BEFR
11— -Ij-_/\_xm Aty A IE

EJJEI’J?I:L—#“— 2y Ny NE

{EFF
AR —/N—Z R ELLGNCE
2003Fh(ZFFHAIGEIZTZH &
IO T7T7wIT T L—FagE
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"
WPA (Wi-Fi Protected Access)

m 802.11i DY Ttvhk

= SR
o 802.1X + EAP

s WEME(FES1E)
o 802.1X ENfIEEEZ A
o TKIP

n EEH

o Message Integrity Check (MIC) “Michael”
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" S
WPA X777

w TIDI—23 85— I\E)T4—DHERR

= 802.1X §¥5iF& PMK (Pairwise Master Key)
DB

= TK (Temporal Key) ®E&EH

C GK (Group Key) DEH

s BEIEBKIUEBESHEFIVY
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TIOIT— 3 85— /\EY) T+«

Supplicant

daaaa
FIVEFRONT

X

[ WA

D

1Tl

an

\/Authenticator

Probe Request

Probe Response + RSN IE

>

802.11 Open Auth Request

| e

802.11 Open Auth Response

Association Request + RSN |E

v

Admintechf#fi5&% 2007/11/10

Association Response (success)
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-_—

802.1X BEL PMK OB

[ ] el
\/ Auth

Supplicant Authenticator T Server
Start >
1&—— EAP-Reqg/ldentity
——— EAP-Resp/ldentity > |dentity
s 2
I by
L Supplicant authenticates Auth Server )
[ I
. ..

Auth Server authenticates Supplicant

PMK -~ PMK

<«— EAP-Success
}

¢ -l
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" S
Temporal Key MEH!, ~ 4 way handshake ~

upplicant \/Authenticator
PMK PMK

le EAPOL-Key (ANonce)

EAPOL-Key (SNonce, MIC, RSN IE) —>»

[ PTK ]
<+—— EAPOL-Key (ANonce, MIC, RSN |IE) ——
Install keys

EAPOL-Key (SNonce, MIC) >
v Install keys
v
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" —
Group Key MEH ~ 2 way handshake ~

Supplicant

P
e

Authenticator

[GTK]

EAPOL-Key (GNonce, MIC, IV, {GTK} ) —

N
Admintechfli&% 200

—
Install key>

y
7/11/10

EAPOL-Key (GNonce, MIC) o

<Ilnstall keys

\ 4
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FIVEFRQNT

Pairwise Key Hierarchy (for TKIP)

(PMK)

Pairwise Master Key

2956 bits

Pairwise Transient Key (PTK)

512 bits
EAPOL-Key EAPOL-Key Temporal-Key Data
MIC Key Encryption Key 128 bits MIC k.ey
128 bits 128 bits 128 bits

Admintechf#fi5&%& 2007/11/10
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"
Group Key Hierarchy (for TKIP)

Group Master Key
(GMK)
128 bits

Group Transient Key (GTK)

256 bits
Temporal-Key Data
128bits MIC key
128bits

Admintechfis&< 2007/11/10 Copyright © 2007 Fivefront Corporation, All Rights Reserved. 39



TKIP (Temporal Key Integrity Protocol)

= IV ZERS D L3R (24 -> 48 bits)

m IVI—4H2 RN

DBATE

= Per-packet-mixing Function
= Michael MIC (Message Integrity Code)

Admintechf5&% 2007/11/10 Copyright © 2007 Fivefront Corporation, All Rights Reserved. 40
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daaaa

< B EERR >
4 4 >=1 8 4
IV/ Key ID Extended IV Data MIC ICV
| dummy . Tl
RC4KeyRC4Key |RC4Key | Regyqi 1 TSC2 | TSC3 | TSc4 | TscC5
[0] [1] [2] R
1 1 1 1 1 1 1 1
|_/I\ Extended IV flag
Bit 6 is set and
Bit 8 is cleared
Admintechfis&< 2007/11/10 Copyright © 2007 Fivefront Corporation, All Rights Reserved. 41



Per-packet-mixing function

B

JJJJJ

TA:  2EZMACTELZR

TA

' IV16: IVTFAL16E Wk

V32 IVEfI32E vk .
80 bits . TTAK: TKIP mixed Transmit

—» TTAK

IV16

V32

128 bits

Admintechf5&% 2007/11/10
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: Address and Key

WEPL—R
IV + RC4 key
42



"
WEP vs TKIP with RC4

VI;E:"@ FESTHRNDES & E &h 5
5a
A A
r N N

WEP | WEP | WEP | WEP | WEP | WEP | WEP | WEP | WEP | WEP | WEP | WEP | WEP
Key | Key | Key | Key | Key | Key | Key | Key | Key | Key | Key | Key
01 | 1|21 | 31 | [41 | [51 | [6] | [71 | [8] | [9] |[10]|[11]|[12]

RC4 PRNG 8 :>

T

WEP (WEP | WEP | WEP |WEP | WEP | WEP | WEP |WEP | WEP | WEP |WEP | WEP | WEP | WEP | WEP
Seed|Seed|Seed|Seed|Seed|Seed|Seed|Seed|Seed|Seed|Seed|Seed|Seed|Seed|Seed|Seed
[0] | (11 | [2]1 | [31 | [4] | [5] | [6] [ [7]1 | [8] | [9] | [10] | [11] | [12] | [13] | [14] | [15]

I
=
=
=
=
=
N
A
()

<

N J SN S
Y v
THTHRNDENS N yMBISEDBE5
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" S
PreShared Key (PSK) Mode

= RADIUS #FHLGWW(AETELGLYIESZEE
o Mh—La1—X

s 802 1X TEHLTWV:=EoZFHERETHRE
o Gk
o PMK QOEfh

o 802.1X LIfEMEIE(4 and 2 way handshake, S2DE&H . TKIP,
)X non-PSK B REIHE

= PMK (256bits) & AP, STA MAIZERE

= Pass Phrase H% 256 bits PMK 24 K3 AR D HERE A X
A& R E
= PKCS#5 PBKDF2 (Password-Based Key Derivation Function)

Admintechf5&% 2007/11/10 Copyright © 2007 Fivefront Corporation, All Rights Reserved. 44



JJJJJ

"
PBKDF2

m PSK = PBKBF2(PassPhrase, SSID,
SSIDLength, n, b, alg)
o where n =4096, b = 256, alg = HMAC SHA1

= RFC2898THLIATE
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B
What's Michael ?

= Niels Ferguson [C&k>TE RNz AVt —
UFAD T ANEBD—FE

= 8 octets M hash {EZ &Rk

= MSDU [Z®LTITHhns

s SFondnIE,

o Destination MAC address
o Source MAC address
o Data

Admintechfis&< 2007/11/10 Copyright © 2007 Fivefront Corporation, All Rights Reserved. 46



"
Why Michael ?

s 5260z CPU YA 2)LIXTED

o MD5 4> SHA-1 [z %Ly

o BEFEEILESHDESHY
 HEtEDOT—)LIZ 20 bits DIEEZFDOIE

o IRAEMN TS ERLHENDLTHEL 2229 BED
Iyt —TEFES-EN BN

= Counter-measure NIHE
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Michael [Z DoS W2 (XA[gE? =

JJJJJ

FIVEFRQNT

Michael @) counter-measure zZ ¥
WEE (X R[gE? ?

JL7= DoS
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